
  

  
  

  
  

  
Please   note:    Nothing   in   this   document   cons�tutes   legal   advice   to   any   person.   The   comments   and   opinions   expressed   in   this   document   are   to   
help   illustrate   the   content   needed   to   complete   a   School/District   PIA.   This   informa�on   does   not   cons�tute   ERAC   or   OIPC   approval   of   the   
ini�a�ve   being   consulted   on   or   fe�er   the   Commissioner’s   discre�on   should   the   ini�a�ve   later   be   the   subject   of   a   complaint   or   inves�ga�on.   It   
remains   the   responsibility   of   the   school   districts   to   ensure   that   they   comply   with   their   du�es   and   obliga�ons   under   applicable   laws   and   are   
compliant   with   the   Freedom   and   Protec�on   of   Privacy   Act.   
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Enquiry   BC    –   Privacy   and   Access   Helpline.   Victoria:   250-356-1851   Vancouver:   604-660-2421   and   elsewhere   in   BC,   toll-free:   800-663-7867   
 

  



  

  

  
1. Descrip�on   of   the   Ini�a�ve   

  
Our  School  District  has  selected   Adobe  Enterprise  Term  License  Agreement  Consor�um  Sales  Order   Adobe                
Contract  Number  00744757  Agreement  Number  DR2270439  (Reference  Agreement  Number:  00614411.0)   as             
a  design  and  illustra�on  service  for  its  K  –  12  students  and  staff.  The   Adobe  Crea�ve  Cloud   includes  the  latest                      
versions  of  Adobe  desktop  applica�ons  for  photography,  video,  audio,  and  design.  This  Adobe  Crea�ve  Cloud                 
bundle   can   be   loaded   onto   any   ins�tu�on   owned   device    including   ins�tu�on   owned    student   devices.     

  
The   Adobe  Crea�ve  Cloud,  Document  Cloud  and  So�ware  is  available  to  our  School  District  through  a  group                   
purchasing  program  offered  through  the  Educa�onal  Resource  Acquisi�on  Consor�um  (ERAC).  ERAC  is  a               
member-based  organiza�on  that  provides  services  to  the  K-12  educa�on  sector  in  BC  and  the  Yukon.  On                  
behalf  of  its  membership,  ERAC  has  entered  into  an  agreement  with  Adobe  to  deliver  to  their  members  a  full                     
suite  of  Adobe  online  hosted,  web-based  so�ware  solu�ons  and/or  the  op�on  to  use  components  for  use                  
on-premises.  ERAC  has  nego�ated  an  agreement  with  Adobe  providing  our  school  district  with  considerable                
savings.     

  
ERAC   arranges   volume   licensing   with   Adobe   through   a   vendor   Channel   Partner,   Acrodex   a   Canadian   based   
company.      Acrodex   does   not   have   access   to   any   data   or   personal   informa�on   created   or   stored   through   
Adobe   products    and   its   par�cipa�on   is   not   the   subject   of   further   comment   in   this   PIA.   

  
Adobe   is   not   entering   a   direct   purchasing   rela�onship   with   the   ERAC   Consor�um   for   the   Products   and   
Services.   Rather,   the    ERAC   Consor�um   u�lizes   the   Channel   Partner   (named   above)   for   placing   its   orders .   The   
Channel   Partner   is   solely   responsible   for   se�ng   the   terms   of   payment   with   the   Consor�um   (including   but   not   
limited   to   when   payments   by   Consor�um   are   due   to   Channel   Partner).     
 
Channel   Partner:     
Name :   ACRODEX   INC.   DBA   PCM   CANADA     
Address:    11420   -   170   STREET   NW,   EDMONTON   AB   CANADA   T5S   1L7   

  
  

  
Please   note:    Nothing   in   this   document   cons�tutes   legal   advice   to   any   person.   The   comments   and   opinions   expressed   in   this   document   are   to   
help   illustrate   the   content   needed   to   complete   a   School/District   PIA.   This   informa�on   does   not   cons�tute   ERAC   or   OIPC   approval   of   the   
ini�a�ve   being   consulted   on   or   fe�er   the   Commissioner’s   discre�on   should   the   ini�a�ve   later   be   the   subject   of   a   complaint   or   inves�ga�on.   It   
remains   the   responsibility   of   school   districts   to   ensure   that   they   comply   with   their   du�es   and   obliga�ons   under   applicable   laws   and   are   
compliant   with   the   Freedom   and   Protec�on   of   Privacy   Act.   
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Part			1			-			General	   

Name   of   District:   Kamloops   Chris�an   School   Associa�on   
PIA   Dra�er:   Mr.   Sandro   Cuzze�o   (CEO   /   Privacy   Officer)   
Email:   sandroc@kamcs.org   Phone:   250-376-6900   
Program   Manager:   NA   
Email:   NA   Phone:   NA   

mailto:sandroc@kamcs.org


  

  
2. Scope   of   this   PIA   

  
This   privacy   impact   assessment   (PIA)   covers   the   provision   of   the    Adobe   Crea�ve   Cloud   for   Enterprise ,   
Document   Cloud   for   Enterprise,   Adobe   Photoshop   Elements,   Premiere   Elements,   Adobe   Cap�vate   and   
Presenter.   Crea�ve   Cloud-based   services   for   staff   and   K   –   12   students   across   the   School   District   as   detailed   
below.     

This   product   consists   solely   of   On-premise   So�ware   with   limited   On-demand   Services   to   support   license   
management.   

This   PIA   addresses   the   use   of    Adobe   Crea�ve   Cloud    used   in   Bri�sh   Columbia   schools   where   the   product   is   
made   available   on   our   school’s   computer   worksta�ons.   Student’s   drawings   and   other   crea�ons   are   stored   on   
our   servers.    It   is   the   responsibility   of   each   of   our   schools   to   maintain   a   secure   environment   and   provide   a   
reasonable   schedule   for   disposing   the   student’s   drawings   within   one   year   of   gradua�on .     

  

District   Educators    that   are   currently   par�cipa�ng   in   the   ERAC   Adobe   Enterprise   Agreement   for    Home   Use   
Rights   (HUR)   for   School   and   District   faculty’s   personal   use,   is    out   of   the   scope   of   this   PIA.   

Adobe    Crea�ve   Cloud   (CC)   Desktop   Applica�ons   includes:   

Crea�ve   Cloud   for   Enterprise   

Always   have   access   to   the   latest   Adobe   crea�ve   apps,   services,   IT   tools   and   enterprise   support.   

Apps,   services   and   features:   

Design   Tools   

• Adobe  Photoshop  CC;  Adobe  Illustrator  CC;  Adobe  InDesign  CC;  Adobe  Bridge  CC;  Adobe  InCopy  CC;                 
Adobe   Acrobat   Pro   DC;   and   Adobe   Photoshop   Lightroom   CC   

Web   Tools   

• Adobe  Dreamweaver  CC;  Adobe  Flash  Professional;  Adobe  Flash  Builder  Premium;  Adobe  Fireworks;              
Adobe  Muse  CC;  Adobe  Edge  Animate;  Adobe  Edge  Inspect;  Adobe  Edge  Reflow  (Preview);  Adobe  Edge  Web                  
Fonts;   Adobe   Scout;   and   Adobe   Gaming   SDK   

Video   and   Audio   Tools   

  
Please   note:    Nothing   in   this   document   cons�tutes   legal   advice   to   any   person.   The   comments   and   opinions   expressed   in   this   document   are   to   
help   illustrate   the   content   needed   to   complete   a   School/District   PIA.   This   informa�on   does   not   cons�tute   ERAC   or   OIPC   approval   of   the   
ini�a�ve   being   consulted   on   or   fe�er   the   Commissioner’s   discre�on   should   the   ini�a�ve   later   be   the   subject   of   a   complaint   or   inves�ga�on.   It   
remains   the   responsibility   of   school   districts   to   ensure   that   they   comply   with   their   du�es   and   obliga�ons   under   applicable   laws   and   are   
compliant   with   the   Freedom   and   Protec�on   of   Privacy   Act.   
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• Adobe  Premiere  Pro  CC;  Adobe  A�er  Effects  CC;  Adobe  Audi�on  CC;  Adobe  SpeedGrade  CC;  Adobe                 
Prelude   Live   Logger   Adobe   Encore   CC;   and   Adobe   Media   Encoder   CC   

Addi�onal   Tools   

● Adobe  Cap�vate  –  Rapid  eLearning  authoring.  From  storyboarding  to  responsive  eLearning,  create              
virtually   any   kind   of   professional   looking   and   instruc�onally   sound   content   using   a   single   tool.   

● Adobe  Presenter  –  Converts  your  PowerPoint  presenta�ons  to  engaging  eLearning  content  Add  quizzes,               
scenarios,  and  out-of-the-box  assets,  and  publish  as  HTML5  for  access  using  desktop  and  mobile                
browsers  

For   details   regarding   their   use,   see:    h�ps://www.bcerac.ca/agreements/adobe-enterprise.aspx   

3. Related   Privacy   Impact   Assessments   

A  PIA  for  this  product  was  previously  completed  in  2017.  This  PIA  reflects  changes  of  that  ini�al  contract  which                     
includes   extending   ini�al   contract   from   2015-18   to   July   29,   2019.   

4. Elements   of   Informa�on   or   Data   

All  student  classroom  assignment  data  is  stored  on  local  servers  within  our  school  district  Schools  will  collect                   
the  students’  class  work,  along  with  their  names  and  course  codes/classes  for  grading  purposes.  The  student’s                  
personal   informa�on   will   be   stored   on   school   servers   with   no   personal   informa�on   disclosed.     

The  district  contact  person  that  can  answer  any  ques�ons  or  concerns  about  your  user’s  privacy  is  Mr.  Sandro                    
Cuzzze�o .   Also,   see    Adobe   Privacy   Policy    last   updated:   May   3,   2018.   

For  informa�on  regarding   Adobe  &  Student  Privacy  deployment  in  secondary  schools  /  minor  students  (K  -12) .                  
To  learn  how  Adobe  complies  with  laws,  regula�ons  and  best  prac�ces  related  to  the  privacy  of  student                   
data,  see:   Enterprise  or  Federated  IDs  where  accounts  and  content  are  owned  and  controlled  by  the  school  -                    
not   the   student.   Best   suited   for   primary   and   secondary   K   –   12   schools.   

Currently,  all  Canadian  Adobe  anonymous  worksta�on  accounts  are  linked  to  servers  in  the  United  States  of                  
America   to   keep   the   so�ware   current.     

Personal   Accounts   are   out   of   the   scope   of   this   PIA.   

Note  for  parents  crea�ng  personal  accounts  at  home:  This  US  based  company  falls  under  the  Children's                  
Online  Privacy  Protec�on  Act  of  1998  which  is  a  United  States  federal  law,  located  at  15  U.S.C.  §§  6501–6506.                     
The  act,  effec�ve  April  21,  2000,  applies  to  the  online  collec�on  of  personal  informa�on  by  persons  or  en��es                    
under   U.S.   jurisdic�on   about   children   under   13   years   of   age.   

  
Please   note:    Nothing   in   this   document   cons�tutes   legal   advice   to   any   person.   The   comments   and   opinions   expressed   in   this   document   are   to   
help   illustrate   the   content   needed   to   complete   a   School/District   PIA.   This   informa�on   does   not   cons�tute   ERAC   or   OIPC   approval   of   the   
ini�a�ve   being   consulted   on   or   fe�er   the   Commissioner’s   discre�on   should   the   ini�a�ve   later   be   the   subject   of   a   complaint   or   inves�ga�on.   It   
remains   the   responsibility   of   school   districts   to   ensure   that   they   comply   with   their   du�es   and   obliga�ons   under   applicable   laws   and   are   
compliant   with   the   Freedom   and   Protec�on   of   Privacy   Act.   
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If  an  individual  creates  a  personal  account ,   one  must  be  13  or  older  to  register  for  an  individual  Adobe  ID.  If                       
schools  par�cipate  in  the  primary  and  secondary  educa�on  “named  user  offering”  they  may  issue  a  child                  
under   13   an   enterprise-level   Adobe   ID,   but    only   a�er   obtaining   express   parental   consent .     

Note  regarding  personal  accounts:  If  one  registers  to  use  an  Adobe  app  or  website,  create  an  Adobe  ID,  or                     
contact   them   for   support   or   other   offerings,   Adobe   collects   informa�on   that   iden�fies   the   user.   This   includes:   

● Name;  Date  of  birth;  Company  name;  Email  address;  Telephone  number;  Address;  Country;  IP               
address;  Payment/billing  informa�on  (where  an  app  or  website  is  'paid  for');  Eligibility  informa�on               
(e.g.,  for  student  and  teacher  edi�ons  of  apps);  Types  of  apps  and  websites  of  interest;  and  Content  of                    
customer   support   communica�ons.   

To   help   keep   their   databases   current   and   to   provide   users   with   the   most   relevant   content   and   experiences,   
they   may   combine   informa�on   provide   users   with   informa�on   from   third   party   sources,   in   accordance   with   
applicable   law.    This   is   not   a   school   district   requirement   for   students   to   enable   them   to   complete   
assignments.  

If  an  individual  has  any  personal  Adobe privacy  ques�on ,  concern,  or  request,  please  fill  out  a  privacy  inquiry                    
form.   One   can   also   get   in   touch   with   Adobe's   data   protec�on   officer   at    DPO@adobe.com .   

		
		

  
Please   note:    Nothing   in   this   document   cons�tutes   legal   advice   to   any   person.   The   comments   and   opinions   expressed   in   this   document   are   to   
help   illustrate   the   content   needed   to   complete   a   School/District   PIA.   This   informa�on   does   not   cons�tute   ERAC   or   OIPC   approval   of   the   
ini�a�ve   being   consulted   on   or   fe�er   the   Commissioner’s   discre�on   should   the   ini�a�ve   later   be   the   subject   of   a   complaint   or   inves�ga�on.   It   
remains   the   responsibility   of   school   districts   to   ensure   that   they   comply   with   their   du�es   and   obliga�ons   under   applicable   laws   and   are   
compliant   with   the   Freedom   and   Protec�on   of   Privacy   Act.   
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Part			2			–			Protection			of			Personal			Information	 		

		
5. Storage   or   Access   outside   Canada    Student   information   is   being   stored   is   not   on   a   local   server   and   is   outside   

Canada   using   Google   Educational   Suite.   For   impact   of   Google   Suite,   please   refer   to   the   google   Suite   PIA.   

  

  
6. Common   or   Integrated   Program   or   Ac�vity*   -   Not   applicable   for   this   product.   

		

  
Please   note:    Nothing   in   this   document   cons�tutes   legal   advice   to   any   person.   The   comments   and   opinions   expressed   in   this   document   are   to   
help   illustrate   the   content   needed   to   complete   a   School/District   PIA.   This   informa�on   does   not   cons�tute   ERAC   or   OIPC   approval   of   the   
ini�a�ve   being   consulted   on   or   fe�er   the   Commissioner’s   discre�on   should   the   ini�a�ve   later   be   the   subject   of   a   complaint   or   inves�ga�on.   It   
remains   the   responsibility   of   school   districts   to   ensure   that   they   comply   with   their   du�es   and   obliga�ons   under   applicable   laws   and   are   
compliant   with   the   Freedom   and   Protec�on   of   Privacy   Act.   
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In  FIPPA,  "data  linking"  and  “data-linking  ini�a�ve”  are  strictly  defined.  Answer  the  following               
ques�ons  to  determine  whether  your  ini�a�ve  qualifies  as  a “data-linking  ini�a�ve”  under  the  Act.  If                
you  answer  “yes”  to  all  3  ques�ons,  your  ini�a�ve  may  be  a  data  linking  ini�a�ve  and  you  must                    
comply   with   specific   requirements   under   the   Act   related   to   data-linking   ini�a�ves.   

1. Personal   informa�on   from   one   database   is   linked   or   combined   with   personal   
informa�on   from   another   database;   Yes   

2. The   purpose   for   the   linkage   is   different   from   those   for   which   the   personal   
informa�on   in   each   database   was   originally   obtained   or   compiled;     no   

3. The   data   linking   is   occurring   between   either   (1)   two   or   more   public   bodies   or   
(2)   one   or   more   public   bodies   and   one   or   more   agencies.   no   

If   you   have   answered   “yes”   to   all   three   ques�ons,   please   contact   your   privacy   
office(r)   to   discuss   the   requirements   of   a   data-linking   ini�a�ve .   

  

In  FIPPA,  “common  or  integrated  program  or  ac�vity”  is  strictly  defined.  Answer  the  following                
ques�ons  to  determine  whether  your  ini�a�ve  qualifies  as  “a common  or  integrated  program  or               
ac�vity”  under  the  Act.  If  you  answer  “yes”  to  all  3  of  these  ques�ons,  you  must  comply  with                    
requirements   under   the   Act   for   common   or   integrated   programs   and   ac�vi�es.   

1. This   ini�a�ve   involves   a   program   or   ac�vity   that   provides   a   service   (or   
services);   

no   

2. Those   services   are   provided   through:   
(a)   a   school   district   and   at   least   one   other   public   body   or   agency   working   
collabora�vely   to   provide   that   service;   or     
(b)   one   school   district   working   on   behalf   of   one   or   more   other   public   bodies   
or   agencies;   

no   



  

  

  
		

*		Please		note:		If		your		initiative		involves		a		“data-linking		initiative”		or		a		“common		or		integrated		program			 	 	 	 	 	 	 	 	 	 	 	 	 	 	 	
or	 	activity”,	 	advanced	 	noti�ication	 	and	 	consultation	 	on	 	this	 	PIA	 	must	 	take	 	place	 	with		the		Of�ice		of		the			 	 	 	 	 	 	 	 	 	 	 	 	 	 	 	 	
Information	 	and	 	Privacy	 	Commissioner	 	(OIPC).	 	Contact	 	your	 	school	 	district’s	 	privacy	 	of�ice(r)	 	to			 	 	 	 	 	 	 	 	 	 	 	
determine			how			to			proceed			with			this			noti�ication			and			consultation.	 	 		 	
		

For	 	future	 	reference,	 	public	 	bodies	 	are	 	required	 	to	 	notify	 	the	 	OIPC	 	of	 	a”	 	data-linking	 	initiative”	 	or	 	a			 	 	 	 	 	 	 	 	 	 	 	 	 	 	 	 	
“common		or		integrated		program		or		activity”		in		the		early		stages		of		developing		the		initiative,		program		or			 	 	 	 	 	 	 	 	 	 	 	 	 	 	 	
activity.	 	Contact	 	your	 	school	 	district’s	 	privacy	 	of�ice(r)	 	to	 	determine	 	how	 	to	 	proceed	 	with	 	this			 	 	 	 	 	 	 	 	 	 	 	 	 	
noti�ication.		 			
		
  

7. Personal   Informa�on   Flow   Diagram   and/or   Personal   Informa�on   Flow   Table   

		

  
Please   note:    Nothing   in   this   document   cons�tutes   legal   advice   to   any   person.   The   comments   and   opinions   expressed   in   this   document   are   to   
help   illustrate   the   content   needed   to   complete   a   School/District   PIA.   This   informa�on   does   not   cons�tute   ERAC   or   OIPC   approval   of   the   
ini�a�ve   being   consulted   on   or   fe�er   the   Commissioner’s   discre�on   should   the   ini�a�ve   later   be   the   subject   of   a   complaint   or   inves�ga�on.   It   
remains   the   responsibility   of   school   districts   to   ensure   that   they   comply   with   their   du�es   and   obliga�ons   under   applicable   laws   and   are   
compliant   with   the   Freedom   and   Protec�on   of   Privacy   Act.   
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3. The   common   or   integrated   program/ac�vity   is   confirmed   by   wri�en   
documenta�on   that   meets   the   requirements   set   out   in   the   FOIPP   regula�on.   

no   

Please   check   this   box   if   this   program   involves   a common   or   integrated   program   or   
ac�vity   based   on   your   answers   to   the   three   ques�ons   above.     

  
  

Personal   Informa�on   Flow   Table   



  

  

  
8. Risk   Mi�ga�on   Table   

  
Please   note:    Nothing   in   this   document   cons�tutes   legal   advice   to   any   person.   The   comments   and   opinions   expressed   in   this   document   are   to   
help   illustrate   the   content   needed   to   complete   a   School/District   PIA.   This   informa�on   does   not   cons�tute   ERAC   or   OIPC   approval   of   the   
ini�a�ve   being   consulted   on   or   fe�er   the   Commissioner’s   discre�on   should   the   ini�a�ve   later   be   the   subject   of   a   complaint   or   inves�ga�on.   It   
remains   the   responsibility   of   school   districts   to   ensure   that   they   comply   with   their   du�es   and   obliga�ons   under   applicable   laws   and   are   
compliant   with   the   Freedom   and   Protec�on   of   Privacy   Act.   
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  Descrip�on/Purpose     Type   FIPPA   Authority   

1.  E.g.   School   District   enters   into   agreement   with   Adobe.   No   Personal   
Info   Collec�on   

26(c)   N/A   

2.  E.g.   Student   uses   Program   for   course   work.   Use   32(a)   and   32(b)   
3.  E.g.   Teacher   accesses   course   work   for   the   purposes   of   

assessment   from   students   during   the   year.     
Use   &   
Disclosure   

32(a),   32(b),   
33.1(b),   33.2(a),   
33.2(c)   

4.  E.g.   Informa�on   is   used   by   educators,   administra�ve   staff,   and   
technical   professionals   to   check   that   informa�on   stored   is   
consistent   with   the   original   purpose.   

Use   &   
Disclosure   

32(a),   32(b),   
33.1(b),   33.2(a),   
33.2(c)   

5.  E.g.   Informa�on   may   be   disclosed   if   the   head   of   the   school   
district   determines   that   compelling   circumstances   exist   that   
would   affect   anyone’s   health   or   safety   (e.g.   cyber   bulling).   

Disclosure   33.1(1)(m)   

6.  E.g.   Informa�on   in   the   Adobe   system   can   be   disclosed   to   Adobe   
to   install,   implement,   maintain,   repair,   troubleshoot   or   upgrade   
the   products.   

Disclosure   33.1(1)(p)   
  

7.  E.g.   Student   may   take   a   copy   of   his   or   her   own   work.   Disclosure   33.1(b)   

Risk   Mi�ga�on   Table       
  Risk   

  
Mi�ga�on   Strategy     

  

Likelihood   Impact   

1.  E.g.    Employees   could   access   personal   
informa�on   and   use   or   disclose   it   for   
personal   purposes   

Example:    Oath   of   Employment;   
contractual   terms,   etc.   

Low   High   

2.  Vendor   could   change   terms   of   use   
of   the   service   agreement.   

School   District   terms   of   use   are   set   for   
1   year   

Low   Low   

3.  Example:   Student   accounts   could   be   
compromised   or   misused.   i.e.   
u nauthorized   individuals   

All   authorized   users   are   issued   
individual   accounts   by   the   District   and   
receive   training   regarding   appropriate   
use   in   accordance   with   our   

Medium   High   



  

  

  
9. Collec�on   No�ce   

Not   applicable.     

< DISTRICT  NOTE :  For  further  help  with  collec�on  no�ces  please  see   Tip  Sheet  for  Consent  &  Disclosure   loca�on                   
on   the   ERAC   website.>   

  

  
Please   note:    Nothing   in   this   document   cons�tutes   legal   advice   to   any   person.   The   comments   and   opinions   expressed   in   this   document   are   to   
help   illustrate   the   content   needed   to   complete   a   School/District   PIA.   This   informa�on   does   not   cons�tute   ERAC   or   OIPC   approval   of   the   
ini�a�ve   being   consulted   on   or   fe�er   the   Commissioner’s   discre�on   should   the   ini�a�ve   later   be   the   subject   of   a   complaint   or   inves�ga�on.   It   
remains   the   responsibility   of   school   districts   to   ensure   that   they   comply   with   their   du�es   and   obliga�ons   under   applicable   laws   and   are   
compliant   with   the   Freedom   and   Protec�on   of   Privacy   Act.   
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(including   students)   gain   access   to   
the   program   admin   system.   

“Acceptable   Use   of   Technology   Policy”,   
contractual   terms   of   agreement   in   
regard   to   security   and   password   
protec�on   protocols.   

https://pia.bcerac.ca/checklists/


  

  
Part			3			–			Security			of			Personal			Information	 		

<If	 	this	 	PIA	 	involves	 	an	 	information	 	system,	 	or	 	if	 	it	 	is	 	otherwise	 	deemed	 	necessary	 	to	 	do	 	so,	 	please			 	 	 	 	 	 	 	 	 	 	 	 	 	 	 	 	 	
consult	 	with	 	your	 	school	 	district’s	 	privacy	 	of�ice(r)	 	and/or	 	security	 	personnel	 	when	 	�illing	 	out	 	this			 	 	 	 	 	 	 	 	 	 	 	 	 	
section.	 	They	 	will	 	also	 	be	 	able	 	to	 	tell	 	you	 	whether	 	you	 	will	 	need	 	to	 	complete	 	a	 	separate	 	security			 	 	 	 	 	 	 	 	 	 	 	 	 	 	 	 	 	
assessment			for			this			initiative.>	 		

  
10. Please   describe   the   physical   security   measures   related   to   the   ini�a�ve   (if   applicable).     

N/A   

11. Please   describe   the   technical   security   measures   related   to   the   ini�a�ve   (if   applicable).     

● User   access   profiles   assigned   on   a   need-to-know   basis .   

● Student   work   will   only   be   stored   with   name   and   class   informa�on   a�ached;   

● School   will   ensure   that   there   is   proper   virus/malware   scanning   of   documents   on   the   school’s   server;   

● School   will   delete   all   student   work   1   year   a�er   comple�on   of   the   class   unless   a   student   requires   
otherwise.   

  
12.   Does   your   district   department   rely   on   any   security   policies?     
Only   our   Technology   Department   has   access   to   create,   delete   or   edit   teacher   accounts.   Accounts   are   updated   by   September   
30th   of   the   school   year   by   each   school   once   their   staff   is   finalized.     

  
13. Please   describe   any   access   controls   and/or   ways   in   which   you   will   limit   or   restrict   unauthorized   

changes   (such   as   addi�ons   or   dele�ons)   to   personal   informa�on.    Each   September,   school   administrators   
will   work   with   their   clerical   staff   to   ensure   that   only   staff   authorized   for   MyEd   use   in   their   school   is   in   their   staff   list.   That   
list   of   teachers   is   given   a   school   account,   which   includes   email,   Google   Drive   access,   etc.   When   any   staff   leave   the   district,   
the   administra�on   sends   our   tech   department   an   email   and   they   deac�vate   that   person’s   school   account.     

  
14. Please   describe   how   you   track   who   has   access   to   the   personal   informa�on.    Each   September,   school   

administrators   will   work   with   their   clerical   staff   to   ensure   that   only   staff   authorized   for   MyEd   use   in   their   school   is   in   their   
staff   list.   That   list   of   teachers   is   given   a   school   account,   which   includes   email,   Google   Drive   access,   etc.   When   any   staff   
leave   the   district,   the   administra�on   sends   our   tech   department   an   email   and   they   deac�vate   that   person’s   school   
account.   

  

  
Please   note:    Nothing   in   this   document   cons�tutes   legal   advice   to   any   person.   The   comments   and   opinions   expressed   in   this   document   are   to   
help   illustrate   the   content   needed   to   complete   a   School/District   PIA.   This   informa�on   does   not   cons�tute   ERAC   or   OIPC   approval   of   the   
ini�a�ve   being   consulted   on   or   fe�er   the   Commissioner’s   discre�on   should   the   ini�a�ve   later   be   the   subject   of   a   complaint   or   inves�ga�on.   It   
remains   the   responsibility   of   school   districts   to   ensure   that   they   comply   with   their   du�es   and   obliga�ons   under   applicable   laws   and   are   
compliant   with   the   Freedom   and   Protec�on   of   Privacy   Act.   
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Part			4			–			Accuracy/Correction/Retention			of			Personal			Information	 		

		
15. How  is  an  individual’s  informa�on  updated  or  corrected?  If  informa�on  is  not  updated  or  corrected                 

(for  physical,  procedural  or  other  reasons)  please  explain  how  it  will  be  annotated?  If  personal                 
informa�on  will  be  disclosed  to  others,  how  will  the  school/district  no�fy  them  of  the  update,                 
correc�on   or   annota�on?   
Not   applicable   

  
16. Does   your   ini�a�ve   use   personal   informa�on   to   make   decisions   that   directly   affect   an   

individual(s)?    If   yes,   please   explain.   
No   

  
17.   If   you   answered   “yes”   to   ques�on   17,   please   explain   the   efforts   that   will   be   made   to   ensure   that   

the   personal   informa�on   is   accurate   and   complete.   
Not   applicable   

Note:    For   addi�onal   informa�on   on   the    Privacy   Management   and   Accountability   Policy    and   the   Pro-ac�ve   
Disclosure   &   Informa�on   Management   Act,   see:    h�ps://pia.bcerac.ca/accountability/   

  
18. If   you   answered   “yes”   to   ques�on   17,   do   you   have   a   records   reten�on   and/or   disposi�on   schedule   

that   will   ensure   that   personal   informa�on   is   kept   for   at   least   one   year   a�er   it   is   used   in   making   a   
decision   directly   affec�ng   an   individual?    Not   applicable.   

Part			5			–			Further			Information	   

  
19. Does   the   ini�a�ve   involve   systema�c   disclosures   of   personal   informa�on?   If   yes,   please   explain.   

Not   applicable   

  

  

  
Please   note:    Nothing   in   this   document   cons�tutes   legal   advice   to   any   person.   The   comments   and   opinions   expressed   in   this   document   are   to   
help   illustrate   the   content   needed   to   complete   a   School/District   PIA.   This   informa�on   does   not   cons�tute   ERAC   or   OIPC   approval   of   the   
ini�a�ve   being   consulted   on   or   fe�er   the   Commissioner’s   discre�on   should   the   ini�a�ve   later   be   the   subject   of   a   complaint   or   inves�ga�on.   It   
remains   the   responsibility   of   school   districts   to   ensure   that   they   comply   with   their   du�es   and   obliga�ons   under   applicable   laws   and   are   
compliant   with   the   Freedom   and   Protec�on   of   Privacy   Act.   
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Please			check			this			box			if			the			related			Information			Sharing			Agreement			(ISA)			is			
attached.			If	you			require			assistance			completing			an			ISA,			please			contact			your			
privacy			of�ice(r).	 		

  

https://pia.bcerac.ca/accountability/


  

  
20. Does   the   program   involve   access   to   personally   iden�fiable   informa�on   for   research   or   sta�s�cal   

purposes?   If   yes,   please   explain.   
No   

  

		
21. Will  a  personal  informa�on  bank  (PIB)  result  from  this  ini�a�ve?  If  yes,  please  list  the  legisla�vely                  

required  descriptors  listed  in  sec�on  69  (6)  of  FIPPA.  Under  this  same  sec�on,  this  informa�on  is                  
required   to   be   published   in   a   public   directory.     
No   

  
<   If   you   have   any   ques�ons   regarding   the   above   sec�on,   please   contact   your   school   district’s   privacy   
office(r)   or   call   the   OCIO’s   Privacy   and   Access   Helpline   at   250 356-1851.>   

		
	 		 	

  
Please   note:    Nothing   in   this   document   cons�tutes   legal   advice   to   any   person.   The   comments   and   opinions   expressed   in   this   document   are   to   
help   illustrate   the   content   needed   to   complete   a   School/District   PIA.   This   informa�on   does   not   cons�tute   ERAC   or   OIPC   approval   of   the   
ini�a�ve   being   consulted   on   or   fe�er   the   Commissioner’s   discre�on   should   the   ini�a�ve   later   be   the   subject   of   a   complaint   or   inves�ga�on.   It   
remains   the   responsibility   of   school   districts   to   ensure   that   they   comply   with   their   du�es   and   obliga�ons   under   applicable   laws   and   are   
compliant   with   the   Freedom   and   Protec�on   of   Privacy   Act.   
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Please	 	check	 	this	 	box	 	if	 	the	 	related	 	Research	 	Agreement	 	(RA)	 	is	 	attached.	 	If			 	 	 	 	 	 	 	 	 	 	 	 	
you			require			assistance			completing			an			RA			please			contact			your			privacy			of�ice(r).				

  

Please   ensure    Parts   6   and   7    are   a�ached   to   your   submi�ed   PIA.   



  

  
Part			6			–				Privacy			Of�ice(r)			Comments	 		

This   PIA   is   based   on   a   review   of   the   material   provided   to   the   Privacy   Office(r)    as   of   the   date   below .    The   PIA   is   
a   “living   document”   that   is   periodically   reviewed.   Should   there   be   substan�al   changes   that   may   affect   the   
privacy   of   our   users,   an   update   will   be   ini�ated.    As   part   of   our   business   prac�ces,   this   PIA   will   be   reviewed   
annually.    If,   in   the   future,   any   substan�ve   changes   made   to   the   scope   of   this   PIA,   the   school   district   will   
complete   a   PIA   Update   and   submit   it   to   this   Privacy   Office(r).   

Unless   the   Agreement   otherwise   specifies,   or   the   District   otherwise   directs   in   wri�ng,   the   vendor   must   not   
disclose   any   personal   informa�on   outside   of   Canada.   

  

      

  
Please   note:    Nothing   in   this   document   cons�tutes   legal   advice   to   any   person.   The   comments   and   opinions   expressed   in   this   document   are   to   
help   illustrate   the   content   needed   to   complete   a   School/District   PIA.   This   informa�on   does   not   cons�tute   ERAC   or   OIPC   approval   of   the   
ini�a�ve   being   consulted   on   or   fe�er   the   Commissioner’s   discre�on   should   the   ini�a�ve   later   be   the   subject   of   a   complaint   or   inves�ga�on.   It   
remains   the   responsibility   of   school   districts   to   ensure   that   they   comply   with   their   du�es   and   obliga�ons   under   applicable   laws   and   are   
compliant   with   the   Freedom   and   Protec�on   of   Privacy   Act.   
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A   final   copy   of   this   PIA   (with   all   signatures)   must   be   kept   on   record.   



  

  
Part			7			–			Program			Area			Signatures	 		

  
  

  
  
If			you			have			any			questions,			please			contact			your			school			district’s			privacy			of�ice(s)			or			call			the			
OCIO’s			Privacy			and			Access			Helpline			at			250			356			1851.	    

  
Please   note:    Nothing   in   this   document   cons�tutes   legal   advice   to   any   person.   The   comments   and   opinions   expressed   in   this   document   are   to   
help   illustrate   the   content   needed   to   complete   a   School/District   PIA.   This   informa�on   does   not   cons�tute   ERAC   or   OIPC   approval   of   the   
ini�a�ve   being   consulted   on   or   fe�er   the   Commissioner’s   discre�on   should   the   ini�a�ve   later   be   the   subject   of   a   complaint   or   inves�ga�on.   It   
remains   the   responsibility   of   school   districts   to   ensure   that   they   comply   with   their   du�es   and   obliga�ons   under   applicable   laws   and   are   
compliant   with   the   Freedom   and   Protec�on   of   Privacy   Act.   
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Please   note:    Nothing   in   this   document   cons�tutes   legal   advice   to   any   person.   The   comments   and   opinions   expressed   in   this   document   are   to   
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remains   the   responsibility   of   the   school   districts   to   ensure   that   they   comply   with   their   du�es   and   obliga�ons   under   applicable   laws   and   are   
compliant   with   the   Freedom   and   Protec�on   of   Privacy   Act.   
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